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The Privacy Act 2020 (‘the new Act’) replaces the Privacy Act 1993 (‘the old Act’), taking 
effect from 1 December, 2020. This is a brief summary of the main points.

The new Act modernises New Zealand’s privacy legislation in line with internationally 
recognised privacy standards. It retains the current twelve Information Privacy Principles 
and provides a framework for protecting an individual’s right to privacy of personal 
information. The new Act promotes early intervention and risk management. It strengthens 
compliance by enhancing the role of the Privacy Commissioner (‘the Commissioner’).

Key Changes:
Mandatory reporting

The Privacy Act 2020 introduces a regime whereby the Commissioner must be notified of privacy 
breaches. Significantly, liability for privacy breach notifications sits with a business or organisation (an 
‘agency’), rather than individual employees.

A Privacy Breach means:

(i) Any unauthorised or accidental access to, or disclosure, alteration, loss, or destruction of, the 
personal information; or

(ii) An action that prevents the agency from accessing the information on either a temporary or 
permanent basis. 

A Notifiable Privacy Breach means a privacy breach that it is reasonable to believe has caused serious 
harm to an affected individual or individuals or is likely to do so.

In deciding whether a breach could cause ‘serious harm’, agencies must consider any action taken to 
reduce the risk of harm, the sensitivity of the information, and the nature of the harm caused. They must 
also consider who has obtained the personal information, whether it is protected by a security measure, 
and anything else that is relevant.

An agency (employer) must notify affected individuals and the Commissioner as soon as practicable 
after becoming aware that a notifiable privacy breach has occurred. It is an offence to fail to inform the 
Commissioner under the new Act. Agencies who fail to do so may be fined up to $10,000.
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Compliance notices

The Commissioner will be able to issue compliance notices to businesses or organisations requiring them 
to remedy any breach. This may identify particular steps that the Commissioner considers needs to be 
taken, including a date by which the organisation or business must make the necessary changes.

Further, the Commissioner may publish information about the agency that breached the new Act following 
the issuing of a compliance notice if it believes it is desirable to do so in the public interest.

Offences and penalties

New offences are introduced by the new Act. For example, it will be an offence, liable on conviction to a 
fine up to $10,000, to mislead an agency to obtain access to personal information, or to destroy personal 
information knowing that a request has been made to access it.

Cross border protections

The new Act applies to New Zealand agencies, whether based in New Zealand or not. It applies to all 
personal information collected or held by an agency, regardless of where the personal information was 
collected, where the personal information is held, or where the individual is or was located.

It also applies to overseas agencies in the course of carrying on business in New Zealand whether or not 
they have a place of business in New Zealand, are receiving monetary payment for goods or services, 
or are intending to make a profit from business in New Zealand. Additionally, it applies to an individual 
not ordinarily resident in New Zealand who collects or holds personal information while present in New 
Zealand.

Personal information is treated as being held by an agency if it is stored by another agency (for example 
a cloud service provider, a social media provider etc.), regardless of whether the agency storing the 
information is outside New Zealand, or stores the information outside New Zealand.

New Zealand agencies will need to reasonably believe that personal information disclosed to a foreign 
person or entity is protected by comparable privacy safeguards. The Commissioner may prohibit a transfer 
of personal information from New Zealand to another country if the Commissioner is satisfied that 
the information is likely to be transferred to a third country where it will not be subject to a law providing 
comparable safeguards. However, the Commissioner must also take the free flow of information into 
consideration as well as any existing or developing international guidelines. 

Privacy officer

Like the old Act, the new Act requires employers to have one or more privacy officers whose 
responsibilities include encouraging the agency to comply with the Information Privacy Principles and 
ensuring that the agency complies with the provisions of the Act.

Class actions

It is worth noting that the new Act allows the Human Rights Review Tribunal to award up to $350,000 to 
each member of a class action for breaches.
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Information privacy principles

Principle 1 makes clear that agencies must not collect personal information unless it is for a lawful purpose 
connected with a function of the agency. An agency may not collect an individual’s identifying information 
if it is not required for that purpose.

Principle 4 requires agencies to ensure the way they collect information from children and young people is 
fair, collected lawfully and not unreasonably intrusive.

There are certain new grounds for refusing access requests made under Principle 6, including the 
protection of individual or public health, security reasons, or trade secrets. An employer may also refuse 
access to any personal information requested if the information is evaluative material used for determining 
the suitability of an individual for employment.
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This brief guide should not be used as a substitute for professional advice. Please refer to the full A-Z 
Guide on Privacy for further information. For specific assistance and enquiries, please contact EMA 
AdviceLine, Consultants or Legal services. AdviceLine NZ 0800 300 362 or AU 1800 300 362.




